For legal and technical advice related to the
operation of Tor Network nodes in Mexico,
please reach us at digital@enjambre.net
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MEXICO CITY

CONTACT INFORMATION
bre.net/en/tor-mx/

Once we understand the risks associated with the operation of each kind of
node, we can decide which node suits our context. The legal risks of entry and
intermediate nodes are very low, while exit nodes have more legal implications.
This risks can be mitigated by acting according to the previous recommendations and addressing the answer format suggested at https://www.enjamPlace a Legal Notice that shows the responsibility exemption. We have
designed a Legal Notice that fits the Mexican legal context (available at:
https://www.enjambre.net/tor-mx/) which can be habilitated for the exit node
with “DirPort FrontPage” at its configuration settings.

THE ANONYMOUS INTERNET:
TOR IN MEXICO

(https://trac.torproject.org/projects/tor/wiki/doc/ReducedExitPolicy)

Establish a reduced exit policy as a default feature to allow the higher
amount of internet services at the lowest amount of ports, reducing the risk
of receiving copyright requirements as the ones allowed through DMCA.
https://lists.mayfirst.org/mailman/listinfo/tor-mx

Subscribe to the national node operator mailing list, at:
https://lists.torproject.org/cgi-bin/mailman/listinfo/tor-relays/

Subscribe to the node operator mailing list, at:

GENERAL RECOMMENDATIONS FOR
EXIT NODE OPERATION

T

TOR NETWORK NODES

Exit Nodes: These nodes will send the traffic to its final destination, such as: chat
services, email, websites, etc. Due to this, these nodes face the higher legal exposure as they make up the last contact between the Tor Network and all the other
networks on the Internet. Their main technical requirements are: a dedicated IP
address, bandwidth connection between 5-7 Mbps, at least 1GHz processor speed,
and 1Gb of RAM.

In Mexico, users are being constantly vulnerated due to our government collaboration with businesses that promote the use of massive surveillance technology,
and direct actions to censor and harm journalists and activists. This has led Mexico
to become one of the most dangerous countries to exercise these professions.
Anonymity and private browsing that are offered by the Tor network are valuable
alternatives to safe keep our freedom of speech, access to information, and privacy rights; the same ones that allow democracy to exists inside and outside the
digital platforms.

Intermediate Nodes: Unlike the entry nodes, these ones have a high tolerance to
the lack of stability and variations on the connection speed. These nodes are
recommended to initiate a learning process on node operation, as they can keep
up with instability periods. They are not normally subjected to abuse complaints.

If more people donate infrastructure -by using the network and providing nodesand join the Tor community’s efforts, the network will be stronger as well as its
capacity to protect activists, journalist, and general users that want to take back
control of their browsing, their data, and their privacy online.

Entry Nodes: These nodes are the first set in the Tor Network circuit. A stable
connection of at least 2 Mbyte/s is listed amongst its requirements, they are not
normally subjected to any type of abuse complaint, and can be installed on Internet connections with dynamic IPs.

or is a community surrounding free software project that, amongst other
things, develops an Internet network that allows the preservation of
anonymity and privacy while browsing through it. Its goal is to circumvent
surveillance that any individual, business, or government could try to apply to any
Internet user; as it seeks to offer access alternatives to people that want to
exercise their freedom of access and expression on the Internet while preserving
their privacy and anonymity. This is achieved by transmitting data through three
different kinds of servers -with different functions- that make up the nodes (also
known as relays or servers) of a worldwide network based on the voluntary
participation of thousands of participants that make this effort possible.

With the aim to build a stronger and diverse network in our region, Enjambre
Digital -with other NGOs, and interdisciplinary academic spaces- provides legal
and technical counsel for Tor node installation.

LEGAL CONTEXT
In Mexico, the node operation is legal given the fact that the node is not an ISP,
but a free private connection that any user can make use of at the moment they
enter the Tor Network. These actions take place in the free exercise of rights and
freedoms as: privacy, Internet access, information exchange, freedom of
expresión and idea manifestation which are contemplated by the 6º Constitutional Article, and the Article 191-XV of the Federal Telecommunications and Broadcasting Law.

According to its functions, more than 6 thousand nodes that make up the Tor
Network are classified into 3 types: entry, intermediate, and exit. Each one of them
has different technical requirements and legal implications; such as:

Due to the parameters of the Tor Network, node operators are only able to configure exit nodes. As intermediate, and entry nodes are determined as such through
the network’s Directory Authority System based on different criteria such as
connectivity stability.
We do not recommend the installation of exit nodes at homes, due to the legal
exposure their execution implies. However, we encourage the collaboration with
institutions that have an interest in privacy, such as: universities, libraries, hackerspaces or human rights organizations.

Asesoría legal - Salvador Alcántar
Investigación y desarrollo - Jacobo Nájera
Traducción y desarrollo - Alexandra Argüelles
Diseño editorial e ilustración - pequenolapin.com
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https://youtu.be/Sz_J6vJ4MYw
https://es.wikipedia.org/wiki/Tor_(red_de_anonimato)
https://www.torproject.org/about/overview.html.en (en inglés)

MÁS INFORMACIÓN SOBRE LA RED TOR / MORE INFORMATION ABOUT TOR NETWORK
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TOTAL DE USUARIOS LAC / TOTAL USERS LAC: 75,011
(12/08/2018)

HONDURAS - 370
JAMAICA - 426
MÉXICO - 9,922
NICARAGUA - 397
PANAMÁ - 678
PARAGUAY - 542
PERÚ - 3,295
SAINT KITTS Y NEVIS - 68
SANTA LUCÍA - 45
SAN VICENTE Y LAS GRANADINAS - 30
SURINAM - 110
TRINIDAD Y TOBAGO - 806
URUGUAY - 797
VENEZUELA – 11,076

Proyecto UNAM/DGAPA/PAPIME PE-102718 <<Desarrollo de materiales didácticos para los mecanismos de privacidad y anonimato en redes>>

https://www.itu.int/net4/itu-d/icteye/CountryProfileReport.aspx?countryID=147
https://trac.torproject.org/projects/tor/wiki/TorRelayGuide
https://metrics.torproject.org/userstats-relay-country.html?start=2018-05-17&end=2018-08-15&country=all&events=off
https://freedomhouse.org/report/freedom-net/2017/mexico

FUENTES CONSULTADAS / SOURCES

PA

S
BRA

ANTIGUA Y BARBUDA - 57
ARGENTINA - 8,110
BELICE - 106
BOLIVIA - 742
BRASIL - 25,416
CHILE - 3,159
COLOMBIA - 4,141
COSTA RICA - 852
DOMINICA - 39
REPÚBLICA DOMINICANA - 912
ECUADOR - 1,333
EL SALVADOR - 424
GRANADA - 46
GUATEMALA - 577
GUYANA - 284
HAITÍ - 251

The Tor network hosts an average of 2 million users. Mexico, with
an average of 15 thousand users, is the 3º country in Latin America with more users, after Brazil and Venezuela. Nonetheless, the
node operation participation in our region -Latin America and
The Caribbean- is 1.53%

La red Tor alberga actualmente un promedio de 2 millones de
usuarios. México, con un promedio de 15 mil usuarios, es el tercer
país en América Latina con más usuarios de la red después de
Brasil y Venezuela. Sin embargo la participación en la operación
de los nodos de la red Tor en nuestra región, América Latina y el
Caribe, es del 1.53 %

